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Abstract—Driven by a cybercrime industry worth over $6
trillion, the demand for cybersecurity professionals is surging
with a projected increase of over 35% in jobs over the next decade
according to the US Department of Labor’s BLS. Simultaneously,
advancements in Artificial Intelligence (AI), Data Science (DS),
and Machine Learning (ML) are reshaping industries and cre-
ating challenges, notably job displacement for the under-skilled.
This research-to-practice full paper addresses the critical need to
integrate AI/DS/ML into cybersecurity education to meet these
evolving demands.

We envision a marriage of AI/DS/ML and cybersecurity
(ADM4CYB) through a research-to-education paradigm. Despite
extensive research, there remains a significant lack of publicly
accessible labs that apply Al, DS, and ML to real-world cyber-
security challenges. As such, readily available, easy to adopt,
modular, and hands-on labs applying AI/DS/ML solutions to
cybersecurity problems are highly desirable.

At this juncture, we are developing a methodology that
enables instructors and researchers to transform their work into
practical, safe, and interactive teaching labs, enhancing student
learning across various cybersecurity topics. Our initiative aims
to integrate AI, DS, and ML techniques into interactive labs
to effectively address current cybersecurity challenges. These
modular labs provide students with both theoretical knowledge
and hands-on experience, essential for adapting to the rapidly
evolving field. By creating accessible labs, our methodology
empowers students to develop skills across various cybersecurity
topics. We also report results of our preliminary evaluation after
using the first lab from this methodology in two classes that show
increased learning, heightened levels of interest and motivation
in the fields of networking, cybersecurity, AI/DS/ML, as well as
coding.

Index Terms—Cybersecurity Labs, Containers, AI, Machine
Learning, Data Science

I. INTRODUCTION

Cybersecurity threats and cybercrime are the top technolog-
ical global risks as identified by the World Economic Forum
(WEF) in the organization’s Global Risks Report 2024 Re-
port [1]. Yet various state of cybersecurity reports [2], [3] from
industry continue to indicate that accelerating cyber incidents,
the increasing sophistication and persistence of threats [2],
and more resources available to cybercriminals [4], create a
threat landscape where defenders are unable to meet the chal-
lenge. To avoid dire financial and operational consequences,
enhanced cybersecurity is viewed as a changemaker [5] for the
resilience and reinvention of business in the 215! century. In-
deed, the cybersecurity market is experiencing a robust growth,
with Figure 1 illustrating a significant increase (at least 50%
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Fig. 1: Cyber security budget increase worldwide from 2016 to

2023 [6]. Companies worldwide have increased their security
budgets by at least 50 percent annually since 2016.

annual budget growth) in global spending on cybersecurity
solutions from 2016 to 2023 [7]. The market size for the
worldwide information security products and services from
2015 to 2023 is illustrated in Figure 2. Thus, cybersecurity can
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Fig. 2: Information security products and services market
revenue worldwide from 2015 to 2023 [7].

be said to serve as one of the main pillars of any businesses’
digital core and essentials to sustain a competitive advantage.

The current workforce dynamics are exacerbated by the
cybersecurity challenges of understaffed defenders and a per-
sistent skills gap. According to the 2023 ISC2 Cybersecurity
Workforce Study [8], the size of the global cybersecurity
workforce hover around at 5.5 million - a 9% increase from
2022, and the highest ever recorded. The global workforce gap
grew by 13% from 2022 to 2023, leading to roughly 4 million
cybersecurity professionals shortage worldwide. Cybersecurity
workforce gap by region is shown in Figure 3.

The US Department of Labor, BLS, Job Outlook handbook
forecasts over 35% growth in cybersecurity positions in the
next decade, highlighting the critical need for a significant ex-
pansion in qualified cybersecurity professionals. To complicate
matters, the perennial workforce shortage and talent challenge
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Fig. 3: CYB Workforce gap by region for 2023 [S].

remain at critical levels [9], and are even getting worse [10].
Recent reports indicate that the cybersecurity workforce gap
has grown by 13% since just last year, with shortages reaching
up to 2.6 million in the Asia-Pacific region alone [8]. As
such, cybersecurity education, awareness, and training are
top priority areas of investment for most companies [I1].
New legislation is also moving forward with expanded cyber
training and education through the Cybersecurity Awareness
Act [12].

The generational disruptive technology of Artificial Intelli-
gence (Al), together with its subareas of Machine Learning
(ML) and Data Science (DS) in particular, are causing uproot-
ing transformations in how we are conducting our businesses
as well as our lives. According to Statista data shown in
Figure 4, the Al market size is projected to rise from 241.8
billion U.S. dollars in 2023 to almost 740 billion U.S. dollars

© IDC (February 2021) ® Tractica (March 2020) ® Next Move Strategic Consulting (January 2023) ® Statista (October 2023)

2,000.00
1,600.00
1,000.00

500.00 370.20
327.50
281.40 2418030392

108740 05940.134.80
o

Market size in billion U.S. dollars
<
a
&
N
S

94.41 126.00
10.10 14.69

0.00
2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

Fig. 4: Market size and revenue comparison for artificial
intelligence worldwide from 2018 to 2030 [13].

in 2030, accounting for a compound annual growth rate of
17.3% [13].

Research indicates that integration of Al and cybersecurity
has a huge potential. More specifically, the integration of Al
into cybersecurity is becoming increasingly critical, as Fig-
ure 5 illustrates a significant growth trajectory in investments
aimed at enhancing cyber defenses through advanced Al tech-
nologies. Indeed, current studies include a wide spectrum of
applications ranging from malware analysis to intrusion detec-
tion for which several machine learning algorithms have been
successfully leveraged. For example, Cyber Al is touted [14]
as the real defense for augmenting cybersecurity with Al/ ML/
DS. Nevertheless, the transformation of such rich research
resources into educational tools with a coupled curriculum,
i.e., AUML/DS for cybersecurity (AMD4CYB), has not yet
reached a desired level.
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Fig. 5: The market for artificial intelligence (AI) cybersecurity.

Although several attempts have been made to integrate Al
into cybersecurity curricula, we are aware of no extensible
or modular labs similar to the SEED labs from Syracuse
University or labtainers from the Naval Postgraduate School
in our topic. Our extensive survey of the literature, papers,
books, courses, degrees, programs, certificates, lab exercises,
projects, grants, tools, talks, and tutorials, simply does not
show any combined approach of ADM4CYB. This highlights
a significant gap in educational resources that effectively
combine these critical areas, underscoring the need for the
development of innovative, applicable educational materials.

Current attempts and efforts towards developing an
ADMA4CYB curriculum are in its infancy. As detailed in Sec-
tion II, the pace of change in ADM4CYB and the proportional
increase in the need for workforce and skill development
have not been matched with educational materials. Our main
contributions of our methodology we are proposing are as
follows: (1) We base our use cases on actual peer-reviewed
research papers, (2) We propose to develop a proof-of-concept
for the aforementioned that anyone can apply, (3) We introduce
a very critical aspect of data/attack generation into the educa-
tional material, (4) We provide a consistent and parameterized
infrastructure based on virtual machines and docker containers,
(5) We include auto-assessment for instructors, (6) We follow
ABET Computing Accreditation Criteria, ACM CSEC 2017
Knowledge Areas, and NIST NICE competencies, (7) This
lab we developed and deployed now is an initial phase of our
long-term vision of developing material in this exciting area
of ADM4CYB,

The rest of the paper is organized as follows: Section II
reviews existing research on the application of AI/ML/DS in
addressing cybersecurity threats, highlighting the breadth of
the work while simultaneously noting its limited practical use
in educational settings. Section III outlines the educational
philosophies and accreditation standards driving the develop-
ment of the ADM4CYB curriculum, emphasizing its founda-
tion in active and experiential learning to advance cybersecu-
rity education. Section IV outlines the approach for converting
AI/ML/DS research papers into comprehensive research labs,
while Section V demonstrates the practical application of
this methodology through lab development, data preparation,
deployment, and student interaction. Section VI presents an
in-depth evaluation of the lab’s impact on students, analyzing
their enjoyment, motivation, and learning outcomes. Lastly,



Section VII provides detailed results and visual representations
of data collected from student surveys, further demonstrating
the lab’s effectiveness in enhancing knowledge and interest in
key areas of cybersecurity and machine learning.

II. RELATED WORKS

Extensive research efforts have been exerted on applying
AI/ML/DS for cybersecurity problems [15]- [28], and these
will likely continue at even higher levels. Besides the research
publications, there are courses [29]- [36], a degree [37], a
certificate [35], and books [38]- [46]. A list of tools and
resources for machine learning for cybersecurity is also given
in [47].

However, there is very limited published work on teach-
ing and learning dimensions of AI/DS/ML for cybersecurity
(ADM4CYB). In [48], an immersive learning environment is
proposed on the Minecraft platform to visually expose students
to insights of some of the machine learning techniques. A
methodology to integrate Al and ML into cybersecurity cur-
riculum is proposed in [49] after going over 5000 cybersecurity
research papers in the literature, of which 78% mention Al
terminology in them. Google Collab-based hands-on labware
is explained at a high-level in [50]. However, we were not able
to find any publicly available lab modules for general use.

As for the cybersecurity lab platforms, we note three com-
mercial ones Hack The Box [51], NDG Online [52], and Try
Hack Me [53]. Although these have good learning exercises,
they are not freely and openly available to anyone. Although
DETERLab [54]-[56] is an open testbed infrastructure for
networking and cybersecurity experimentation and educational
exercises, it is too complex for educational learning purposes,
at least for the initial phase and we keep it in our future plans.
EDURange was originally [57], [58] developed as a cloud-
based framework for hosting on-demand cybersecurity scenar-
ios for helping students develop analytical skills and security
mindset. Now, it has moved from a cloud-based system to
providing the full code [59] for anyone to install and maintain
it [60]. There are a limited number of scenarios available and
it is a rather heavy-lift to bring the system up and running.
CyberStart provides a security education platform for younger
adults through hacking challenges and puzzles [61], not a real
lab platform. SEED Labs [62] are a collection of hands-on
laboratory exercises for cybersecurity education [63], [64].
Again, SEED labs provide a good infrastructure but are beyond
our scope for our initial phase of our project. Labtainers by
Naval Postgraduate School [65] makes use of many of the
SEED labs and develops a consistent and parameterizable
cybersecurity lab infrastructure with automated assessment
for use on individual student computers [66]-[68] built from
docker containers.

To the best of our knowledge, none of the above materials
addresses the focus of our work. By contrast, our goal is
to use the labtainers infrastructure (virtual machines and
dockers containers) to develop labs showing applications of
machine learning techniques to major cybersecurity problems,

where data generation for the attack scenarios will be fully
implemented and realized in the labtainer platform.

III. MOTIVATION

In this section, we present the motivation behind our devel-
opment efforts from the pedagogical and ABET accreditation
perspectives as well as providing a justification from the
Knowledge Areas of the ACM CSEC 2017 [69].

A. Pedagogical

The main pillar of our pedagogy is based on Constructionist
learning theories [70]-[72] by Papert, whose work grew from
the constructivist theories of Jean Piaget. As noted in [73],
Papert considers knowledge and learning to be firmly grounded
in contexts, and shaped by their active and engaged uses. Our
second pedagogical foundation is active learning as coined
by Bonwell and Eison in [74]. Another pedagogical pillar
is grounded in the Project-based learning methodology by
Blumenfeld [75]. We believe that fostering student engagement
and retention of learning are achieved by combining practices
to pique student interest with a variety of challenging, authen-
tic and real-world problem-solving tasks. Another objective is
to transform students from passive learners to active learners
by engaging them with intensive lab exercises. Intensive labs
facilitate students’ learning at the comprehension, application,
synthesis and evaluation levels of cognition — the highest levels
identified in Bloom’s classic taxonomy [76], a framework
about how people learn and its levels.

Other pillars of our pedagogical motivation are based on
the following: (1) Experiential learning, developed by David
Kolb [77], [78] with influences from John Dewey [79] who
envisioned education as a journey of experiences rather than
rote memorization, Kurt Lewin’s Field Theory [80] who stated
that behavior is the result of environment and the individual,
and Jean Piaget’s theory of cognitive development [81], (2)
Authentic Learning, establish and maintain a true association
between the classroom learning and the nature of the real
world outside and beyond the classroom [82], [83], and (3)
Active Learning [84], promoting competency development and
higher cognitive thinking and activities, including metacogni-
tion, thinking about one’s thinking, and reflection [85].

B. Curricular

Our College has made the commitment to get all its
programs accredited by ABET, as an external validation of
quality assurance and for developing and institutionalizing the
continuous improvement process for teaching and learning.
Our major goal through this project is to develop the labs
and material to support ABET Accreditation Criteria [86] in
cybersecurity, data science, and other computing programs. It
is our goal to support the ABET’s 6 crosscutting concepts
of cybersecurity curriculum; that is confidentiality, integrity,
availability, risk, adversarial thinking, and systems thinking.
Further, ABET Curriculum Criteria (#5) requires the cover-
age of the following fundamental topics: (1) Data Sec., (2)
Software Sec., (3) Component Sec., (4) Connection Sec., (5)
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System Sec., (6) Human Sec., (7) Organizational Sec., and
(8) Societal Sec. This project will give us a chance to start
supporting and enabling all of these topics as well. Note
that this project is an initial step towards our long-term goal
of reaching the aforementioned ABET accreditation. In this
project, we are only going to be addressing a small initial
subset of the overarching goal.

Two other important references guiding us are the Knowl-
edge Areas from ACM’s CSEC 2017 [69] Knowledge Ar-
eas; competencies and work roles of the National Institute
of Standards and Technology (NIST) National Initiative for
Cybersecurity Education (NICE) Workforce Framework for
Cybersecurity (NICE Framework), Revision 1 [87] as well as
its current update under revision [88].

IV. METHODOLOGY

We posit that any research paper applying an AI/ML/DS
methodology to solve a cybersecurity problem can be con-
verted into a teaching lab, assuming that students have
some general familiarity with the basics of the corresponding
AI/ML/DS techniques. Therefore, the framework we develop
enables researchers or educators to develop their own labs.
Figure 7 shows a high-level flowchart of our methodology for
the full cycle of a complete lab.
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Fig. 7: Our Methodology.

Identifying a paper (Step 1 in Figure 7) that uses A/ML/DS
to address cybersecurity problems (Step 2 in Figure 7) is going

Deep Neural
Networks

Fig. 8: Methods to address cybersecurity problems

to be our first step.

Developing a defense solution for any attack scenario is
only possible through a dataset (Step 3 in Figure 7), which
often poses a challenge for reproducible research due to a
lack of standardization [89]. To overcome this problem, we
offer a virtual environment in our next step where users
can build testbeds to generate the dataset required for the
cybersecurity problem encountered. Hence, users can produce
or simulate their own data with attack scenarios aligned
with the guidelines in [89] and label them accordingly. The
environment naturally allows users to exploit existing datasets
which often come with the published work to be studied in
the lab.

A data preprocessing step (Step 4 in Figure 7) is taken next
to clean and standardize the data with the help of available
tools in the literature, such as pcapML [89] or our in-house
scripts. This is followed by a feature engineering (Step 5 in
Figure 7) or selection method which can be again achieved by
similar tools, such as nPrintML [90] in addition to our own
preprocessing code base which will include the methods listed
in the first branch of Figure 8.

After data preparation, a decision on which ML methods
(Step 6 in Figure 7) should be applied can be made by
considering the problem and the features available. Depending
on the nature of the problem, we select solutions that can
employ either conventional ML algorithms (supervised, unsu-
pervised, and reinforcement learning) or Deep Learning (DL)
approaches or natural language processing (NLP) methods
some of which still be rooted in DL. In Figure 8, we present
an organization of all methods we will consider for addressing
cybersecurity challenges as part of our long term goals. Rather
than present a comprehensive taxonomy of ML methods,
our aim is to categorize and align these methods with the
cybersecurity problems outlined in Figure 9.

Once an appropriate model is selected and the associated
code is provided, training (Step 7 in Figure 7) can be per-
formed on the data as the first step of the model development.
To ensure the model’s generalizability against future attacks,
a validation or parameter tuning step can be incorporated.
Finally, the deployment (Step 8 in Figure 7) concludes the
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Fig. 9: The taxonomy of the cybersecurity problems we are
planning to address over a long period of time.

V. SAMPLE DEVELOPMENT LAB

A. Labtainers

Our approach relies on modular labs, primarily utiliz-
ing Labtainers [65] developed by the Naval Postgraduate
School [91]. Labtainers are modularized laboratory environ-
ments that students can access via a virtual machine. They
provide a controlled setting for students to engage in various
lab activities, irrespective of their operating system.

Accessing the Labtainers environment involves using a
virtual machine and downloading the Labtainers base image.

The base image contains over 50 pre-installed labs, but what
sets Labtainers apart and makes them particularly advanta-
geous for our purposes is their flexibility. Users can create their
own labs within the environment, which can then be readily
downloaded onto other virtual machines that have the labtainer
environment installed easily by students by just using a link.
We will delve further into our utilization of this process in the
creation of our lab.

B. Lab Developed

We have developed one lab fully following the procedure
that is described in the following subsections, focusing on the
detection of Domain over HTTP (DoH) vs traditional non-
DoH traffic. In this lab, students are tasked with generating
and capturing DoH and standard HTTP packets.

Subsequently, they utilize a traffic flow analyzer called
Dohlyzer to extract crucial insights, which are then compiled
into a .csv file. Students proceed to analyze this file and
engage in various post-lab activities across different domains.
For instance, for machine learning, they apply decision tree
algorithms to examine and interpret the results. Additionally,
for networking, they are required to manipulate DoH packet
parameters and observe the resulting changes.

The lab was built within the Labtainer environment, provid-
ing modularity and accessibility to easily import into local or
cloud-based virtual machines.

C. Process: Lab Creation

Once an instructor has selected a paper or topic they want
to develop into a lab and laid out the necessary groundwork,
including any data generation required for the lab to function
they should start developing the lab outside of the Labtainer
environment.

After creating the lab in an external environment, instructors
can proceed to transition it to operate within the Labtainer
environment. Instructors should first start by creating a new
lab within their Labtainer environment, following the steps
outlined in the Lab Designer Guide [92] published by the
Naval Postgraduate School [91]. This guide offers in-depth
insights into lab creation and contains a great deal of informa-
tion regarding the Labtainer infrastructure. Subsequently, they
should locate the Labtainer Dockerfile, which comprises all
the necessary Linux packages for building the lab within the
Labtainer environment. Instructors will add to this Dockerfile
to incorporate their lab.

Furthermore, instructors must identify the specific libraries
and scripts required for their lab and include them in the
Dockerfile. The scripts can be incorporated into the Dockerfile
by creating a GitHub repository, uploading the scripts, and
cloning them into the Dockerfile. Instructors can then proceed
to build the lab and address any encountered errors through
debugging.

The creation process is outlined further in Figure 10
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Fig. 10: Lab Creation Process

D. Process: Lab Exportation

Once instructors have tested their labs and are ready to start
distributing them to their students, they can export the lab
from the Labtainer environment. Initially, they need to create
a Docker Hub repository to store the Dockerfile information
for the lab. The repository name must follow the format
"[Docker Hub username]/[Lab name].[Lab name].student"
for the upload process to function correctly. Subsequently, the
instructor also needs to establish a GitHub repository to house
the main installation files.

Once these initial setup steps are completed, the instructor
must locate the configuration file for the lab and input their
Docker Hub username under the repository field. Additionally,
they need to sign into their Docker Hub account within the
Labtainer environment to upload to their Docker Hub account.

Instructors will then need to execute a series of commands
to clean, package, and export the Labtainer images into their



Docker Hub repository. Following this, they will execute
another series of commands to package the lab into a .tar
file. Finally, the instructor will upload this file to their GitHub
repository to enable students to download it using a link. These
commands and steps are further outlined in section 10 of the
Lab Designer Guide [92]. A high level representation of this
process is outlined in Figure 11
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Fig. 11: Lab Exportation Process

E. Student Lab Usage

Before accessing the labs, students must ensure they have
the necessary setup to utilize the Labtainer environment. For-
tunately, a powerful machine is not required. There are several
methods available for obtaining and setting up the Labtainer
image. Students can install a virtual machine (VM) on their
computer and download the Labtainer image, which requires
approximately SGB of storage. Alternatively, if storage space
is limited, students can run Labtainer on a cloud-based service
or use a pre-configured virtual machine provided by their
organization in order to access the labtainer environment.

To access the labs, students will need to use the web URL
obtained from the .tar file uploaded by the lab creator onto
GitHub or a website of their choosing during lab exportation.
Using this URL, combined with the imodule command,
students can import the lab from GitHub or another web server
onto their virtual machine. The command follows the format:
imodule <web URL>. More information on ’imodules’
can be found in Section 10 of the Lab Designer Guide [92].

Upon execution of the command, only configuration files
will be downloaded onto the student’s system. Students are
then required to update the files and execute the lab. Once
the lab is initiated, all inter component dependencies will be
fetched from the Docker Hub repository established by the lab
creator to store all necessary components. Students can then
proceed to open and complete the lab. Figure 12 showcases
the processes.

VI. EVALUATION OF OUR FIRST LAB

Given that our efforts have been at the intersection of ma-
chine learning and cybersecurity, we had two student cohorts
from the Computer Networks and Data Mining courses for
which the current lab could be appropriate to work on. While
both groups of students were at the graduate level, their back-
ground varied. Nevertheless, they were assigned the lab and
offered a virtual machine on which they were able to follow
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Fig. 12: Student Lab Usage

prescribed instructions which spanned preparation questions,
network concepts, data simulation steps, and application of
machine learning techniques.

After completion of the lab, students were given a survey
which aimed to measure the effectiveness of the lab from nine
different perspectives: demographics, research and internship
experience, motivation, perception of the lab in general, lab
setup, lab navigation, learning expansion, interest expansion,
and suggestions for improvement.

As for the demographics, we further delved into students’
background to see whether they were experienced in any of the
topics that would not only include machine learning and cy-
bersecurity, but also programming and networking in general.
Related to that, students’ previous experience in research or
through an internship in these fields were possible indicators
towards their success in the lab we wanted to measure. We
also wanted to see if students were motivated enough to gain
knowledge through a lab.

In order to see if the lab was pedagogically appealing or
sound, we listed several questions about student perceptions
such as their enjoyment level and understanding of instruc-
tions. These questions were followed with more technical
aspects of the lab such as its setup procedure which might
have sounded subtle for many. How to start the lab and interact
with it might pose another barrier against student learning.
Therefore, we sought student feedback on that aspect as well.

We also measured any improvements the lab may have
contributed to student learning and interest. Both measures
carry importance as we not only aim to teach related concepts
where machine learning and cybersecurity meet, but also arise
interest for a better learning environment.

Finally, we sought feedback from our students as to how
we could improve our lab which would also inspire us for our
future labs.

VII. RESULTS

A. Student Demographics Analysis

Most students had a high-grade point average, with the
lowest being 3.0, indicating strong academic commitment
among participants. We also assessed their experience in major
lab areas—Machine Learning/Al, Cybersecurity, Networking,
and Programming and found that they had prior exposure to
these subjects through different courses they have taken.
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B. Research and Internships Analysis

Most students lacked experience in research projects or
internships related to the four main areas of study, with pro-
gramming having the highest involvement. Experiences varied
widely, ranging from professional development to university-
specific projects, indicating diverse experience levels among
students.

C. Lab Experience Analysis: Enjoyment, Motivation, Diffi-
culty, and Time

Regarding the students’ enjoyment levels post-lab, an over-
whelming majority, 96 percent, expressed some degree of
enjoyment, while only 4 percent reported none. This shows
that most students enjoyed completing the lab. These findings
are illustrated in Figure 14.

Similarly, motivation
levels were high among
students, with 96 percent
indicating some degree "
of motivation to complete
the lab. Many noted the
opportunity to gain new
skills and knowledge as »
significant contributors to
their motivation.

When assessing the
perceived difficulty of
the lab, most students
rated it moderately challenging, with an average difficulty
rating of 3.08 out of 5 with 5 being the most difficult.
This suggests that while the lab presented challenges, they
were manageable, as evidenced by the majority of students
indicating they understood the tasks. Figure 13 further
showcases these results.

In terms of time spent on the lab the responses indicated
while most students understood all of the tasks it still took
them awhile to complete the lab with the average time being
around 4 hours with some taking longer. Despite understanding
the tasks, the lab’s complexity contributed to the extended
completion times. Further insights into completion times are
provided in Figure 13.
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Fig. 14: Student Enjoyment

D. Lab Setup Analysis

Among the three methods provided for setting up their
virtual machine (VCloud, Local PC, 3rd Party Service) to

perform the labs, the majority of students opted for VCloud,
which offered pre-configured virtual machines ready for con-
nection. Alternatively, many students ran the labs on their local
PCs. Only a single respondent reported using a third-party
service for virtual machine setup.

E. Lab Performance Analysis

Initially, many respondents found that starting the lab was
slightly challenging, but as they progressed, most students
perceived it as fairly easy to navigate. Likewise, students
reported that navigating the interface was not overly difficult.
Regarding exporting deliverables, while some students found
it slightly challenging, the majority understood the process and
did not face many problems.

F. Learning Expansion and Interest Analysis

We asked students about if they had broadened their
knowledge in the four main areas that the lab focuses
on—Machine Learning/Al, CyberSecurity, Networking,
and Programming. The results showed students showed a
significant knowledge enrichment across all four areas, as
demonstrated in Figure 13. Similarly, when asking students
about their interest levels in each of the major areas after
completing the lab, a majority reported an increased interest in
these areas following lab completion. Figure 13 underscores
this heightened interest.

Overall, the survey indicates that students largely enjoyed
the lab, which, despite its time-consuming nature, was not
overly challenging and students understood most, or all of
the tasks assigned. Most notably, students gained both interest
and knowledge in the lab’s primary areas, highlighting its
effectiveness in facilitating learning and engagement.

VIII. CONCLUSION AND FUTURE WORK

Rapid developments in Artificial Intelligence (AI), Data
Science (DS), and Machine Learning (ML) are transforming
various sectors, often resulting in the displacement of less-
skilled workers. This study discusses the urgent necessity to
incorporate Al, DS, and ML into cybersecurity education to
address these evolving needs.

Despite abundant research, there is a noticeable shortage
of public labs that apply AI/DS/ML to tackle cybersecurity
issues. Therefore, there is a strong demand for accessible,
adaptable, modular, and practical labs that utilize AI/DS/ML



in addressing cybersecurity challenges. To this end, we suggest
a synergistic integration of AI/DS/ML with cybersecurity
(ADM4CYB) through a research-to-education approach.

We seek to embed AI, DS, and ML techniques within
interactive labs to effectively confront current cybersecurity
challenges. Our proposed methodology allows educators and
researchers to convert their research into practical, safe, and
interactive educational labs, thereby improving the learning
experience across various cybersecurity themes. Our next
labs will be converting our own publications in [93]-[95]
. These modular labs equip students with both theoretical
insights and practical skills, vital for keeping pace with the
fast-changing domain. Our approach not only makes these
labs widely accessible but also enables students to enhance
their competencies in diverse cybersecurity areas. Additionally,
initial assessments from implementing the first lab under
this methodology in two classes indicate improved learning
outcomes, and increased interest and motivation in networking,
cybersecurity, AI/DS/ML, and programming.
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